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Acceés a l'interface web

Pour commencer la configuration, connectez vous a l'interface web via l'adresse IP
par défaut : 192.168.1.245.
Utilisez les identifiants de base :

e Nom d'utilisateur : admin ou Cisco.
e Mot de passe : admin ou Cisco.

i Wireless Access Point

cisco

, Inc. Al rights reserved
, and Cisco Systems are registered trademarks or trademarks of Clsco Systems, Inc. andior its affillales in the United States and certain other countries.

Lancement de la configuration

Une fois connecté, procédez a la configuration en cliquant sur Next.

Access Point Setup Wizard

Configuration
IP Address
Single Point Setup
Time Settings
Device Password

Radio 1 {5 GHz )
Metwork Name
Wireless Security
VLAN 1D

Radio 2 (2.4 GHz)

Metwork Name

I - Welcome

Thank you for choosing Cisco Systems, Inc. This setup wizard
Systems, Inc Access Point.

ill help you install your Cisco

To setup this access point manually you can cancel this wizard at any time (Mot recommended).

Note: This Setup Wizard provides simplified options to help you qui get your access point up
and running. If there is any option or capability that you do not see while running the setup
wizard, click the learning link provided on many of the setup wizard pages. To set further options
as you require or as seen in the learning link, cancel the setup wizard and go to the web-based
configuration utility.

¥ Click Next to continue




Attribution de I'ad

resse IP

Attribuez une adresse IP a la borne Wi-Fi en fonction de votre infrastructure et des

informations requis

es, puis cliquez sur Next.

\

Access Point Setup Wizard

Welcome

Configuration
Single Point Setup
Time Setlings
Device Password

Radio 1 (5 GHz )
Network Name
Wireless Security
VLAN ID

Radio 2 (2.4 GHz)

Metwork Name

4 Configure Device - IP A
Select either Dynamic or Static IP aydress for your device.

O Dynamic IP Address (DHCP) (Recolymended)
® static IP Address

Static IP Address: 172 .o |.[10 |
Subnet Mask: 255 255 | 0 |
Default Gateway: 172 |.[16 \ |.|0 |.|254 |
DNS: 172 |.[16 ‘ 0 BE |
Secondary DNS (optional): | | :
@ Learn more about the different connection types
¥ Click Next to continue
| Back || Next || Gancel

Désactivation de I'option Single Point Setup

Cochez I'option Do not enable Single Point Setup, puis cliquez sur Next.

Access Point Setup Wi

rd

Welcome

Configuration

+ IP Address
Time Settings
Device Password

Radio 1 (5 GHz )
MNetwork Name
Wireless Security
VLAN ID

Radio 2 (2.4 GHz)

Network Name

& Sindle Point Setup -- Set A Cluster

A clusier provides a single point of adminisiration and lets you view, depl
secure the wireless network as a single entity, rather than separate wirel

O cripate a New Cluster

Recommended for a new deployment environment.
New Cluster Name:

AFLocation:

Cl r Mgmt Address (optional):

O Joi an Existing Cluster
Redommended for adding new wireless access points to the existing
envronment.

Exigting Cluster Name:

A tion:

, configure, and
s devices.

%plovment

Do not Enable Single Point Setup

Recommended for single device deployments or for configuring each d

vice individually.

E;g Ore aboul s
T mior TNGIE ROt SETUp

¥ Click Next to continue

Back

Mext Cancel




Configuration de I'heure
Configurez I'heure. Si vous étes en France, sélectionnez le fuseau horaire
correspondant, puis cliuez sur Next.

Access Point Setup Wizard

Welcoms 4 Configure Devic
Enter the time zone, date

Set System Date And Time

Configuration

+ IP Address Time Zone: | France =

1, 3 '\'
+ Single Point Setup '® (Gets The\irst Country Name from the Time Zone You Belong)

Set System Time:  ®) Network Time Pi

Device Password O Manually
Radio 1 (5 GHz )
NTP Server: | 0.ciscosb.pool.ntp.org \
MNetwork Name
Wireless Security @ Leam more about time settin gs

VLAN ID

Radio 2 (2.4 GHz)

Network Name
¥ Click Next to continue

| Back || Next || cancel |

Définition d'un mot de passe sécurisé
Définissez un mot de passe robuste pour le compte administrateur de la borne Wi-Fi,
puis cliquez sur Next.

Access Point Setu

Welcome xgure Device - Set Password

Configuration
' IP Address

+ Single Point Setup
New password needs
+ Time Settings numbers/symbols by de

Device Password

Radio 1 (5 GHz )

New Password:
Confirm Password:
Metwork Name

T - Password Strength Meter: TRTTTTTTTTI

VLAN ID Password Complexity: Enable
Radio 2 (2.4 GHz) @Learn more about passwords

Metwork Name
¥ Click Next to continue




Configuration du réseau Wi-Fi 5 GHz
Définissez le nom du réseau (SSID) pour la bande 5 GHz, puis cliquez sur Next.

Welcome

Configuration

+' |P Address

' Single Point Setup

+ Time Settings

+" Device Password

Radio 1 (5 GHz )
Network Name
Wireless Security
VLAN ID

Radio 2 (2.4 GHz)

Metwork Name

Access Point Setup

rd

of your wireless network, known as an SSID, identifies your network 50 that wireless
n find it.

Enter a nalpe for your wireless network:

Network Name (SSID): 'FMS 5GHz
For example: MyNetwork

Gmmm@gmmﬂam

¥ Click Next to continue

) ]

Attribuez un mot de passe sécurisé a ce réseau, puis cliquez sur Next.

Welcome

Configuration

+ IP Address

+ 3ingle Point Setup

v Time Settings

+ Device Password

Radio 1 (5 GHz )

+ Network Name
VLAN ID

Radio 2 (2.4 GHz)

Metwork Mame

Access Point Setup Wizard

4 Configure Radio 1 - Secure Your Wireless NetWork
Select your network security strength.
® Best Security (WPA2 Personal - AES)

Recommended for new wireless computers and devices that{support this option.
Older wireless devices might not support this option.

O Better Security (WPAMPAZ Personal - TKIP/AES)
Recommended for older wireless computers and devices that raight not support WPAZ.

O No Security (Not recommended)
The WPA-PSK key is incorrect: A security key needs at least & characters composed of
lower and upper case letters as well as numbers/symbols.

Enter a security key with 8-63 characters.
FMS.321! 1 Weak

Show Key as Clear Text

@ Leam more about your network security options

¥ Click Next to continue

Back || Next || cancel |




Ajoutez I'ID VLAN correspondant au réseau, puis cliquez sur Next.

\

Access Point Setup Wizard

Configuration

+ IP Address

+ Single Point Setup

+ Time Settings

+ Device Password

Radio 1 (5 GHz )

+ Network Name

+ Wireless Security

=]

Radio 2 (2.4 GHz)

Network Name

Wireless Security

4 Configure Radio 1 - Assign The VLAN ID Fok Your Wireless Network

By default, the VLAN |D assigned to the management inte for your access point is 1, which
is also the default untagged VLAN |D. If the management VLAN D is the same as the VLAN ID
assigned to your wireless network, then the wireless clients ociated with this specific wireless
network can administer this device. If needed, an access contiol list (ACL) can be created to
disable administration from wireless clients.

Enter a VLAN ID for your wireless network:

VLAN ID: 10 (

eLearn more about vian ids

¥ Click Next to continue

]
| Back ||| Next || Cancel




Configuration du réseau Wi-Fi 2.4 GHz

o Répétez les étapes précédentes pour configurer le réseau en 2.4 GHz :

o Définissez le nom du réseau (SSID), cliquez sur Next.
o Attribuez un mot de passe sécurisé, pWis cliquez sur Next.
o Ajoutez I''D VLAN correspondant, puis dliquez sur Next.

\

Access Point Setup Wizard

Welcome a4 Configure Radio 2 - Name Your WReless Network

Configuration The name of your wireless network, known as = SSID, identifies you
devices can find it.

WFAONESS Enter a name for your wireless network:

+ Single Point Setup

MNetwork Mame (SSID): |FMS 2 4GHz
For example: MyMNetwork

+ Time Settings

+ Device Password

Radio 1 (5 GHz )
@Learm more about network names

+" Metwork Mame

+ Wireless Security

+ VLAN ID

Radio 2 (2.4 GHz)

¥ Click Next to continue

network so that wireless

|| cancel
Access Point Setup Wizard
Radio 2 (2.4 GHz) a Configure Radio 2 - Secure Your Wireless Network
o Nitwork Naria Select your network security strength.
® Best Security (WPA2 Personal - AES)
e Recommended for new wireless computers and devices that support thig option.
VLAN ID Older wireless devices might not support this option.
Sl

) Better Security (WPA/WPAZ2 Personal - TKIP/AES)
Captive Portal

Creation ) No Security (Not recommended)
Metwork Name

o = : Enter a security key with 8-63 characters.
Wireless Security ;

| FMS.321! | "III
VLAN ID Show Key as Clear Text
Fedirect LRL @ Learn more about your network security options
Summary
Finish

¥ Click Next to continue

Recommended for older wireless computers and devices that might not support WPAZ2.

| Wea

M&I Cancel |
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\ MNetwork Name

Access Point Setup Wizard

Radio 2 (2.4 GHz) a Configure Radio 2 - Assign The VLAN ID For Your Wireless Network

 Network Name By default, the VLAN ID assigned to the management interface for your access point is 1, which
is also the default untagged VLAN 1D. If the management VLAN ID is the same as the VLAN 1D
assigned to your wireless network, then the wireless clients associated with this specific wireless
network can administer this device. If needed, an access control list (ACL) can be created to

m disable administration from wireless clients.

Enter a VLAN ID for your wireless network:

+ Wireless Security

Captive Portal

Creation VLAN 1D: 10 (Range: 1 - 4094)

OLearn more about vian ids
Wireless Security

Redirect URL
summary
Finish

¥ Click Next to continue

Next || cancel

Configuration du réseau invité (optionnel)
Une option pour créer un réseau invité est proposée. Si vous ne souhaitez pas
activer cette option, sélectionnez Non, puis cliquez sur Next.

\ \

Access Point Setup Wi*rd \

Radio 2 (2.4 GHz) a Enalye Captive Portal - Create Your GuesyNetwork

+ Network Name Use Cabtive Portal to set up a guest network, which mealys that wireless users need to be
authenticated before they can access the Internet. For example, a hotel can create a guest

rko i irel i heftication.
« Wireless Security netwol redirect new wireless users to a page for autheftication

+ VLAN 1D
Captive Portal

Metwork Mame

Wireless Security

VLAN ID

Redirect URL
Summary

Finish
¥ Click Next to continue

Back | Gancer |




Récapitulatif et validation
Vérifiez le récapitulatif des parameétres configurés. Si tout est correct, cliquez sur
Submit.

Access Point Setup Wizard

Radlo2(24GHz) & Summary - Confirm Your Settings
Please review the following settings and ensure the data is correct.
W HEICIHAG Radio 1 (5 GHz)
+ Wireless Security
+ VLAN ID
Captive Portal
Radio 2 (2.4 GHz)
+ Creation
Network Name
Wireless Security
VLAN 1D
Note: Radiol1 and Radio2 will be enabled after clicking Submit.
Redirect URL
Finish
¥ Click Submit to enable settings on your Cisco Systems, Inc ss Point

T o

Cliquez ensuite sur OK pour finaliser.

management |IP address. The wizard will close and you will need to use
the new IP address\172.16.0.10 to access the AP Web UL.

o After you click QK, the AP configuration will be updated including the
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Redémarrage et reconnexion
Redémarrez la borne si nécessaire, puis reconnectez vous avec l'adresse IP définie
lors de la configuration initiale.

< O © Nonsécurisé  hwps//172.160.10 an <y ® - O

alialn Wireless Access Point
cisco

egistered trademarks or trademarks of Clsco Systems, Inc. andior its affiliates in the United States and certain other countries.

Configurez les VLANs en ajoutant les informations suivantes :
ID VLAN
e Nom
Type de sécurité (WPA reconimg
Mot de passe du réseau

(sisce] Log Ol Aboul Help

il \WAP371 Wireless-AC/N Dual Rad'b Access Point v ith Single Point Setup

Getlryg Statted MNetworks &
Feun Selup Wizard ; :
* Stalus and Stabstes g GBI then el the configuraton paramls

Spdec] fhe rado inserace
Radio: 8 Radio 1 (5 GHz)

Enable VLAMID  SS5ID Name 5510 Broadcast  Security

" [N 1 IFHSEGHX ' WPA Personal v Disabled N

Show Datals

O e erer— Lo G

Hide Detaits

WPA Virsions WPA-TKIP

(] Show Key as Clear Taxt
Key Strength Meter I Weak

Bmcas!KayReImsnRaba Suc (Rangs: 0-86400, 0 = Disable, Defoul: 55400

.FHS ComglaFinance

Hide Detaits

WA Vorsions WRATHIP

] Show Key as Cloar Toxt
ey Strength Meter 1 Wesak

Bioadcast Key Retresn Rata[BB400__ | Soc (Range 0-86400. 0= Disable, Dotautt 56400

| [FMS Assur-Businass . 7 | WPA Parsarial v | Disabiod v




Cliquez sur Save, puis sur OK.

IFMS Comité Diection

R =
Hide Detads
.WPF\“?TS'I'MSZ E WPRA-THIP B WPAZ-AES

ICI (Range: 8-63 Chamciers)

[7] Show Key as Clear Text
LI | Wweak

WPA-TKIF WPAZ-AES
Key. |.._.<... | (Range: 8-63 Charmclers)
[ Show Key as Clear Texi
Key Strangth Meter: LLLIN | Woak
Beoadeast Key Redresh Fhln Soc (Range: 0-85400, 0 = Disable, Defaul: 56400)
W I R R N R

Hide Datais
WP Varsions: WEATHIP WPA2-AES

[T Show Key as Claar Text
Key Strength Meter: LLLLI | Weak

Résultat :

Networks

Radio: ® Radio 1 (5 GHz)
) Radio 2 (2.4 GHz)

Select the radko intorface fst, and ihen enler the configurabon parameters.

VAP Mo. Enable VLANID  SSID Mamo SSID Broadcast  Security MAC Filter  Channl Isolation Band Steor
] 0 [1 [Fms sz WPAPersonal | | Disabied v
Show Detass
ol 1] -||0 .|FMS Comité Direchon SGHz WPAPersonal | | Disabled ~ |
Show Delasds
] 2 [20 [Frs comptaFinance siiz WPAPersonal + | | Disablad v
Stow Delads
O - 3 |30 . |FMSAssur-Bvusmess SGHz WPA Personal ~ | | Disabled v |
Show Detasls
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Répétition des manipulations pour Radio 2

Effectuez les mémes manipulations pour Radio 2.

Al \wap371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Cisco

VAP No. Enatle VLANID  SSID Name

1 IFMS 2.4GHz

10 IFHSW Dirgction 2 4GHz

o FAag 10 IFHSWFimn 2AGHZ

551D Broadcasl  Security it [+
o s
Show Delad
I -
Hide: Dotails
WA Versions: B WPATKIF WRAZAES
Koy, (Range: 8.63 Characters)
() Shew Koy i Chear Toxt
KoyStongtiens  TIIET woak
Brosdcasi Key Rofosh Rotofeaann | Sec (Range 0.86400, 0 = Disable, Detaut 56400)
I - R S
Hide: Dotails
WPA Versions: B WPATKIP WPAZ-AES
Koy, (Range: 8.63 Characters)
() Show Key as Clear Text
Koy Strongsh Metes. 1 | Weak
Broadcast Koy Rofresh Rto 86400 | Sec (Range: 0.85400, 0 = Disable, Defautt 56400)

FMS Assur-Business 2 4GHz

s, Inc. Al rights

Résultat :

Networks

Select the radio interface first, and then enter the configuration parameters.
Radio: () Radio 1 (5 GHz)

® Radio 2 (24 GHz)
VAPNo. Enable VLANID = SSID Name SSID Broadcast  Security MAGC Filter  Ghannel Isolation Band Staer
o o | [+ [Fms 2.46Hz " [WPAPersonal | [Disablea | |
Show Detaits
O 1 [10 [Fras Gamite Direction 2461z |WPA Personal | | Disabled v |
Show Details
(] 2 [20 |FMs ComptaFinance 2 4GHz WPA Personal | | Disabled +
Show Details
m) . 3 . [20 _ [ [FMs Assur-Business 2.46Hz | WPA Persanal v_. Disabled |
Show Details
Eee o]
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Vérification finale

Accédez a LAN > VLAN and IPv4 Address pour vérifier les parametres configurés.

rdehs WAP371 Wirdless-AC/N Dual Radio Access Point with Single Point Setup

VLAN and IPv4 Address

Global Settings

MAL Address: 0081 E3-25:3F-A0

Untagged WLAN: Enabil
|:| {Range- 1- 4094, Detault 1)
|:| (Range: 1 - 40, Dedault: 1)

efnzo)

LogOu  Aboul Help

) DHGP
® StabcIP

[irz ] [rs

[2ss | [258

itz | |18

Drymaamiic:
Marual

[1r2 | [

DHCF Aute Configuration Settings
DHCP Auto Configuration Options: ] Enabls

TFTP Server IPv4 address/Hos! Nama: [P - i:: 0.00

8 2014 Cuco Systems, Inc. All ights resenved

(1P 00 oo oo 0o [ (Hostname: Max 253 Characters)
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